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2. ssok.c AVFEANT ¢

ttinclude <stdio.h>
ttinclude <stdlib.h>
tinclude <fentl.h>

int main(){

int fd, now_uid = getuid();
char name[30];

char stri[50];

uid_t ruid, euid, suid;

printf("<Initialization>\n");

printf("UID: %d \nGID: %d\n", now_uid, getgid());
getresuid(&ruid, &euid, &suid);

printf("%d, %d, %d\n", ruid, euid, suid);
system("/usr/bin/id");

printf("Please enter the filename: ");
scanf("%s", name);
fd = open(name, O_RDONLY);
if (fd 1=-1){
printf("Open File OK (1) \n");
read(fd, stri, 49);
printf("File: %s", strl);
}
else
printf("No permission! (1) \n");

printf("%d\n", fd);



if (setuid(0))

{

printf("Setuid Error!");

return -1;

}

printf("<Get Root Permission>\n");

printf("UID: %d \nGID: %d\n", now_uid, getgid());
system("/usr/bin/id");

getresuid(&ruid, &euid, &suid);

printf("%d, %d, %d\n", ruid, euid, suid);

fd = open(name, O_RDONLY);

if (fd !=-1){
printf("Open File OK (2)\n");
read(fd, stri, 49);
printf("File: %s", strl);

}

else
printf("No permission! (2)\n");

printf("%d\n", fd);

//drop root permission

printf("<Drop Root Permission>\n");
setuid(now_uid);

printf("UID: %d \nGID: %d\n", now_uid, getgid());
system("/usr/bin/id");

getresuid(&ruid, &euid, &suid);

printf("%d, %d, %d\n", ruid, euid, suid);

fd = open(name, O_RDONLY);
if (fd !=-1){
printf("Open File OK (3)\n");
read(fd, stri, 49);
printf("File: %s", strl);
}

else
printf("No permission! (3)\n");

printf("%d\n", fd);

return 0;

}
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